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Abstract 

This deliverable reports the performance of the SmartPrevent prototype system. The prototype system 

components include image/video acquisition, low level analytics, high level analytics, backend system, use 

case definitions, interfaces, and software. To allow making progress in the short 24 month duration of this 

project, we ensured that algorithm development can proceed in parallel to development of the final system 

without undue waiting times, by using the WiseEye.2.4 that was operational at the beginning of the project. 

Thus we plan to set up prototype system in one location in Las Rozas, visual sensors installed and test 

sequences acquired in the defined locations. Actually, we did not get permission from the local authorities to 

implement the visual sensor system, in Las Rozas, and we ran the testing in several location in distributed 

mode. The scene analysis performed by the low- and high-level algorithms of the prototype system is measured 

and reported. We measure the success cases the false positive rate, the Probability of Detection (PoD) and the 

general performance of the system. 
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Executive summary 

This document reports the performance of the SmartPrevent prototype system which is designed to show the 

components of the system, to show how these components are interfacing with each other and be used as a 

basic testing environment for the development of the final pilot system. The SmartPrevent project was planned 

to be implemented in 2 phases, the prototype stage, which is described in this deliverable, and the final pilot 

stage which is described partially (as it is not completed yet) in deliverable D6.31. For implementing a 

prototype system we have used Emza Visual Sense visual sensors the WiseEye 2.4. The development of 

WiseEye 3.0 and the requirements which are relevant to this development are described in D3.21, D3.11 and 

D6.31. Other developments which has been involved in the prototype stage, (such as: an enhanced version of 

the WiseEye to support the API for supporting the interface with the backend system; a control application to 

manage the visual sensors and to create and manage and archive of testing clips; ) are described in paragraph 

1 system description. More than 10 hours of video clips were taken and recorded in several scenarios and 

locations, showing the ability of the visual sensor to identify moving objects in outdoor environment while 

eliminating the environment changes. The backend server which includes the low end module and the high 

end module implemented their own scenarios, using other scene location, playing petty crime situations.  
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1 System description   

This section describes briefly the prototype system as designed and installed. For a detailed description, please 

see “D6.11 Integration with visual sensor network” and the detailed component descriptions in the deliverable 

portfolio. In each section, we will describe the prototype components available for the interim testing.  

Prototype system configuration 

 

Figure 1 Backend Server 

The above configuration is connected through a local LAN. A dedicated router provides IP addresses to the 

relevant devices that are involved in prototype system. EVS has provided the WiseEyes-2.4 and the Emza 

Control Unit (ECU-04) to deploy the prototype system. For this preliminary integration, the ECU (see below) 

is connected to a notebook which functions as the backend server. Application Interface (API) is used to 

transmit video frames from the ECU to the Low Level module running at the backend server. 

Prototype 
System 

Back end Server on a 
notebook 

192.168.112.xx 
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The Pipeline scheme 

Figure 2 Pipeline Scheme 

Pipeline components 

The pilot SmartPrevent system consists of a series of processing modules where each receives the information 

from the previous module producing new data that feed into the next. The modules include:  three WiseEye 

units, which provide video clips of moving figures in the field of view. The clips are store in a control unit. In 

parallel, using XML API, the clips are transferred to a backend server as input to the low -level scene 

processing module; Higher level analysis that transforms the data to useful data representations that aid the 

criminal activity detection in the next stage. Then, the next stage specifically focuses on separating the criminal 

activities from unwanted data artefacts and finally the input to the last module is representations of criminal 

activities that this stage learns to separate different activities and produces real-time alerts in case of a detected 

event. (In the prototype system the alerts are produced post-operation.) 

Sensors  

The sensors to be used are based on Emza’s WiseEye® visual sensor that includes embedded camera, processor 

and communication means, and enable embedded algorithms to run on the device’s processor, sending back 

relevant data only. The sensor features low resolution, low computational processor power, low power 

consumption, low bandwidth consumption since video is sent only for verification of alerts. The fact that a) 

the sensor resolution is low b) video clips are transmitted only in case of suspected events are important for 

privacy considerations.  

Low Level 

Module  

WiseEye 

 

ECU 
Emza Control Unit 

WiseEye WiseEye 

High Level 

Module  

XML- API 
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In the prototype system WE 2.0 will be used in the first phases and then integration performance will be carried 

out using the next version of sensor. Therefore, in the final system the improved WE3.0 will be used with 

superior performance (see D6.11 for details) 

WiseEye 2.0 Spec 

Processor:       PXA270, 415MHz 

Memory:   32MB FLASH, 16MB RAM 

Operating System:  Linux, embedded web server 

Image Sensor:   1/ 3.8” Color CMOS 

Resolution:   VGA - 640x480  

Minimum Illumination:  1 lux   

Detection Range:   - Human - 80-100m (~300ft) 

     - Vehicle -150 meter (~450ft) 

Aperture:   2.8 

FOV (Diagonal)   b600 

FOV (Horizontal):  520 

Night Vision:   0 lux with external IR (850nm) 

Interface protocols:  TCP, UDP, HTTP and HTTPS 

Communication Interface: IP, RJ45, wireless (Wifi 802.111B/G)  

Output streaming:  Motion-JPEG, JPEG    

Alert markup:   On image graphic overlay 

Setup and Configuration: Internet access over WAN  

Scene learning time:  Within 30 seconds 

In voltage:   9-24 VDC +/- 5% 

Power Consumption  Wired – 2 Watt, Wireless - 4 Watt 

Required view conditions: Operate under rain, wind, snow, fog,  

Behind glass window 

Operating Temp Range:  -300C-  + 600C 

Unit Weight:   ~150 gram 

Unit Dimensions:  100 x 62 x 23 mm  

Environmental Rating:  Weatherproof, IP66 
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The ECU-04 

The ECU is on-site alerts recording device that controls and manage communicates with all WiseEye units in 

the site. It is used as a gateway between the local WiseEye sensors and the backend server. The ECU provides 

on-site archiving and act as NVR that records all alerts video clips generated in the site. It is used as temporary 

buffer between the WiseEye sensors (that do not have storage to keep alerts history) and the backend server. 

Each alert has its time and location stamp and is viewed as alert video clip via standard Internet media player.   

ECU Functions Overview  

The ECU, an onsite alert management & control unit, is a web server that is accessed using IE web browser.  

There is no need to install any client application. A PC or laptop can use Internet Explorer and Java installed.  

Some of the ECU functions are: 

¶ Continuous communication with WiseEye (WE) units in the site 

¶ Receive and record  alerts clips from all WE units 

¶ Used as a Proxy for remote real time alerts monitoring. 

¶ Enables remote upgrade of WiseEye firmware 

¶ Stores alerts clips in local database for pre-defined period 

¶ Receives heart beat signal from all WE units  

¶ Manages local  SQL database for each WE unit 

¶ Switches the alarm system ON/OFF based on a pre–defined scheduler 

¶ Used as a Proxy for remote setup local WiseEye units. 

¶ Enables ECU SW remote upgrade  

¶ Produces local alert reports  

¶ Communicates and sends alerts over the WAN to Remote Control Server 

¶ Proxy to the WiseEye home page 
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The technical specifications of ECU device are listed bellow:  

ECU-04 supports up to 4 WiseEye sensors 

Processor clock speed    1.6 GH 

Processor family    Intel Atom 330-64 

Processor number of cores  2 

Memory 

Internal memory    2048 MB 

Internal memory type    DDR2 

Maximum internal memory   4 GB 

 

Disk drive 

Total storage capacity    160 GB SATA2 2.5ˮ 

Number of hard drives installed  1 

Video 

Graphic adapter    Nividia ION GeForce 

 

Operating system/software 

Operating system provided Linux 

 

Connectivity     

USB 2.0 ports     quantity 6 

VGA (DVI-I) ports    quantity 1 

Microphone, line-in jack   quantity 1 

Ethernet LAN (RJ-45) ports   quantity 1 

Speaker/ headphone/ line-out jack quantity 1 

 

Networking 

Ethernet LAN connection   Y 

Ethernet LAN data transfer rates  10,100,1000 Mbit/s 

 

 

 

 

 

 

http://www.google.co.il/imgres?imgurl=http://www.element-7.com/getter-tech.co.il/components/com_virtuemart/shop_image/product/_________Ultra_S_4c46d38c8e2ad.jpg&imgrefurl=http://www.element-7.com/getter-tech.co.il/Slim-PC/%D7%9E%D7%97%D7%A9%D7%91-Ultra-Slim-PC30/31-%D7%AA%D7%95%D7%A6%D7%A8%D7%AA-Innova/flypage.tpl.html?pop=0&Itemid=52&h=385&w=212&sz=40&tbnid=MEGu0QRaPL2ndM:&tbnh=90&tbnw=50&prev=/search?q=innova+ultra+slim+pc&tbm=isch&tbo=u&zoom=1&q=innova+ultra+slim+pc&usg=__yMBcsNvVhxLLtiOFgp_pdsLXzYk=&docid=eKDBtB6SUjf0sM&sa=X&ei=rKcUUra7OIi7hAeGmIHgDQ&ved=0CFwQ9QEwBw&dur=483
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The XML interface 

The XML based interface was designed to integrate Emza’s WiseEye video intrusion detection sensors to any 

third party monitoring system. This interface is part of Emza’s ECU (Emza Control Unit), which is used as a 

recording and control unit that communicates with Emza WiseEye sensors. (the same interface is implemented 

on the WiseEye sensors themselves, as well). 

The ECU is configured as the client, it sends a heartbeat once in a few seconds, and push every alert including 

alerts such as a WiseEye sensor going offline. A process at the backend server is configured to listen to the 

ECU (by defining a new port). 

To activate this interface we need to configure the XML tab on the ECU GUI or the “XML Messages” 

Notification on the WiseEye GUI, and setup the application IP address, and port number.  After reading the 

document below, you can choose any subgroup of XML.  

The XML setup screen 

Figure 3 Example of Video sensor setup screen 
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Example of XML Messages: 

¶ Heartbeat – used to detect a continuous operation of the client (ECU or WiseEye). Currently these 

heartbeat messages are sent each 15 seconds when there are no other alerts in queue. The backend 

application uses this signal to detect a continuous connection with the client 

¶ Text file - used to inform that a new alert was detected and started, no image or other visual data 

is sent. (.txt file). It is sent immediately as the alert started. 

¶ Third Alert Image  – sends the third alert image from the WiseEye unit (.jpg file). The third image 

alert represents that new alert just started. This message is sent during the alert when the third 

image is received by the ECU.  

¶ Video Alert Clip  – sends the complete alert event as a video clip (.avi file). In the ECU, the alert 

is sent in the end of the alert after the video clip is fully processed. The alert will be received by 

the backend system with a short delay since the ECU waits until the last frame is received from 

the sensor.  

¶ Partial Alert Clip – enforces sending an alert clip after a given number of seconds, to ensure 

getting something quick even if the alert is long (typical values used are in the 20-60 seconds 

range). In the WiseEye, the video clip is sent once the alert ended, or when the video clip buffer 

(512 KB) is full, whichever comes first. 

¶ Sensor Offline Alert ï sent by the ECU only, when one of WiseEye sensors goes offline. 

¶ Acknowledge – Is sent by the backend application as an ACK reply to EACH signal sent by the 

ECU or WiseEye. 

Backend Server 

The backend server is used to run the low end event analyser and the high-end event analyser. We used strong 

notebook as a server machine.  

Specifications of Lenovo ThinkPad W540 Mobile Workstation 

Processor Intel Core i7-4940MX Processor Extreme Edition (8M Cache, up to 4.00 

GHz) 

Operating System Windows 7 Professional 64 

Display 15.5” 3K (2880 x 1620), IPS LED Backlit Anti-Glare Display, Mobile 

Broadband Ready, Color Sensor 

Graphics W540 NVIDIA Quadro K2100M 2G 

Memory 32GB PC3-12800 DDR3L (4 DIMM) 

Hard Drive 1TB Hard Disk Drive, 5400rpm, 2.5" 

Battery 9 Cell Li-Ion Cylindrical Battery 99.9Wh 

Wireless Intel Dual Band Wireless 7260AC with Bluetooth 4.0 
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2 Prototype system testing 

The testing process during the prototype phase is focused on the performance of the visual sensor system and 

the integration between the visual sensors system and backend processes. The visual sensors system identify 

moving objects within the scene and mark the area around these objects. The detection data is transferred to 

the backend process which analyse the movement in order to identify the type of activity. We have tested the 

visual sensor system in several locations and scenarios. More than 10 hours of video were monitored by the 

system. 

Demonstrator Configuration and current status 

As the ALR could not approve yet the installation of the prototype system as was planned, the project team 

decided to run the initial demonstrating in several location in distribution mode: 

- EVS set up WiseEye-02 units in several locations in Israel, all are connected to ECU’s within the 

locations(see fig 1), and in Emza office, generated outdoor datasets and marked detection clips 

- Treelogic created dataset clips within Treelogic area and used Emza dataset as input to its low level 

module 

- VSL created its own dataset, and used also clips from Treelogic that are generated by the low-level 

algorithm  module 

- As described in section 1, EVS. Treelogic, and VSL used the WiseEye-2.4, in order to start testing the 

modules as early as we can, as the WiseEye 3.0 was ready for the project functional testing only during 

M13 

At this stage, the communication between the muddles was implemented by file transfer in offline mode. 

 

EVS used the following test locations : 

- Garden , back yard  

 

- Front of shopping  centre 
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- Parking area  
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- Streets day and night 

 

- Park area day and night 
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- Seashore 

 

 

The visual sensor frame rate is varied between 15fps down 5-4 fps (during night) at VGA resolution and the 

analyse resolution is QVGA. 

The sensors detection is above 99%., but it has partial ability to separate between the moving objects within 

the scene. Following table shows the capacities of visual sensor for moving detection.  

Test results summary of the visual sensor system 

Locations Date 
# 

sensors 

Tests 

length 

Frame 

Rate 

Day/ 

Night 

# 

events 

# 

detections 

% 

detections 

# false 

alarms 

Shopping 

center 

entrance 

11/05/ 

2014 
1 

37:25 

min 
10 Day 128 128 100% 1 

           

Street in 

Tel-Aviv 

05-07 

/06/14 
2 6:47 H 6 

Day & 

night 
422 415 98% 1 

           

Seashore 

Hertzelia 

20/10/ 

2014 
1 

13:45 

min 
8 Day 7 7 100% 1 

           

Park (2 

clips ) 

10/07/ 

2014 
2 

02:30 

min 
10 

day & 

night 
5 5 100%  

           

Parking 

Area - 

Emza 

06/01/ 

2015 
3 2:35 H 6 

Day & 

Night 
37 37 100%  

In the summary above:  

- event means any scene which involves entrance of objects into the defined field of view, mainly people 

or cars 

- Detection means a clip that is transmitted with rectangular marking the moving object , all the moving 

objects , or part of them, mainly people or cars 

- False Alarm means a clip that is transmitted with no moving objects but just light twinkling, shadows, 

moving trees etc. 
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ECU performance 

During the tests, we have used the ECU-04 device as intermediate (local) archive and control application for 

the sensors. The current performance of the ECU-04 is to manage 3 WiseEye-2.4 devices with 8 fps each in 

parallel, while 1 monitoring screen watching the detection online, all are connected to the same LAN. We did 

not test yet the all system front end (visual sensors) and back end, connected online over the WAN. 

Backend low end module testing 

The low end testing was focusing on several scenarios such as antisocial behavior including drinking in public 

spaces, crowding, and fighting, and Graffiti activity: 

- Graffiti and crowding activities 

 

- Drinking and fighting activities 

 

We have loaded around 5 hours of video for the dataset recordings for the backend module, in 15 fps, as 

provided by the sensor, at resolution of 640x480 pixels, as provided by the sensor WE 2.0. 
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Backend high end module testing 

Following the test cases of the low-end module, of the testing of this module are focusing on 3 types of 

scenarios involving hand waving, handclapping, and boxing. 

The tests have been performed on the Microsoft Research Action Data Set1. It consists of 54 video sequences 

recorded in a crowded environment. The video resolution is 320x240 and frame rate is 15 frames per second. 

Each video sequence consists of multiple actions. There are in total 203 actions instance.  

Below are example of test cases we have used in testing this module: 

 

The table below summarizes the results performance up to now: 

mAP Detection Pipeline 

Boxing 26.92 

Handclapping 19.23 

Handwaving 57.69 

Mean Average Precision, mAP is the ranking average (average precision) meaning what percentage of the 

relevant attributes is ranked first. This is a shallow interpretation of what this metric tell us. See below the 

precision Recall curves and Average precision metric curves. 

                                                      

1 http://research.microsoft.com/en-us/um/people/zliu/actionrecorsrc/ 

http://research.microsoft.com/en-us/um/people/zliu/actionrecorsrc/
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Figure 4 Detection for Boxing Action 

 

Figure 5 Detection for handclapping Action 
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Figure 6 Detection for hand waving Action 
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3 Conclusions 

This document described the SmartPrevent prototype system, our approach to testing it and the results of these 

tests. Prototype system performance is an important indicator for approaching the final stage of SmartPrevent 

developments, to allow validation of the SmartPrevent concept, and initial proof that the concept can be 

integrated to one system. If successful, this could offer a new approach for making urban areas safer and more 

secure in an efficient, cost-effective, and privacy-respecting way. 

A design of prototype system configuration is described where the pipeline scheme and its relevant components 

are listed. The main components for integration of prototype system are the sensors, EVS Control Unit, XML 

interface and Backend Server. Each component has been validated to ensure that technical specifications are 

enough with the scope of prototype system. A preliminary testing phase was carried out using three project 

locations, including Treelogic site, sequences from previous EVS pilots and the Microsoft Research Action 

Data Set used by QMUL. 

The results achieved up to this stage, shows that the design of the integrated system is working, that means,   

the components are “talking” to each other. But we are still far from showing that the system is performing as 

a reasonable production system. As we didn’t run an integrated online integrated system we couldn’t show that 

we can transmit meaningful alert, as defined in the objective of the project, within less than one minute 

(although the visual sensors system can transmit alerts to a control room within several seconds, but without 

the scene analysis/interpretation). 

Finally with the results achieved, a configuration with three cameras (one WE2.4 and WE3.0) and backend 

server is planned to validate integration features in Treelogic site. This integration plan covers two phases; first 

one planned for M14 where interoperability, data collection in backend server and additional data from visual 

sensor will be evaluated. The second phase will be focused on additional features of prototype system like 

viewing alerts and retrieving historical results. 

 

 

 

 

 

 

 

 


